
IST265C : Information Security 

Covers basic security principles, compliance and operational security, threats and vulnerabilities; application, data, 
and host security; access control and identity management, and cryptography. It also covers mobile device security, 
cyberattacks and defenses, and recent developments and emerging trends in information security, such as 
virtualization. The course prepares students for the CompTIA Security+ certification exam. 
Credits  3 
Lab/Practicum/Clinical Hours  2 
Lecture Hours  2 
Prerequisites 
Students are required to pass prerequisite courses with a grade of C or higher. Exceptions apply; please consult your 
department chair. 
IST109C 
Corequisite Courses 
IST154C 
IST180C 
Learning Outcomes 

• Plan and implement network security. 
• Plan and implement operational security to include risk management, incident response, physical security, and 

security awareness and training. 
• Identify and mitigate security threats and vulnerabilities. 
• Implement application, data, and host security. 
• Implement access control and identity management. 
• Understand and use appropriate cryptographic methods. 
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